Predator - How to Setup Link Analysis

Use this how-to guide to setup Link Analysis

The Link Analysis page is available from within the Transaction Review page as a link next to the field that has that ability enabled. It displays the
results of a SQL Report in a visual fashion, highlighting links between property fields, e.g.: accounts, customers, etc.

The purpose of Link Analysis is to allow AML/Fraud investigators to visually analyse what Property Fields are linked to each other thus ease
fields relationship detection.

Link Analysis Setup

1. go to Maintenance > Link Analysis Maintenance

2. You will need to define a pair of link for each link anlysis
a. From account To account
b. To account From Account

3. The following are the definition of the
a. Link Analysis ID - Unique ID which identifies the link. Allow integer only

b. From Property Id - The property field that define the starts of the link
c. To Property Id - The property field that define the end of the link
d. Graph Query
i. The query that link the from propery Id to To Property Id
ii. This query has two parameter, which are pass when you navigate to Link Analysis Screen. @ID = Sender Account No
(From Propery ID) and @AmountThreshold = Amount Threshold.
Link Analysis

From To Amount Threshold

Sender Account No

ACTO01

e. Table Query - Query that build the table when you select the connector. This query has 5 parameter

i. @Fromld - the fields that is start of the link

ii. @Told - the fields that is end of the link

ii. @AmountThreshold - The amount threshold in link analysis screen

iv. @SortField - If define, when you click on the Sort while viewing the connector, the field will be sorted

ACTOOM ACTO03
Serial No & | Group By = Date &Time = Amount , | Channel = Currency Code & | Transaction Code & |
5 164421091120112 | 10/08/2018 12:00:00 PM  888.00 Cards C02 AUD 101
2 164421091120112 | 10/08/2018 12:00:00 PM  1,000.00 Internet Banking CO1 = AUD 101
Showing 1 to 2 of 2 records. H n » M

v. @SortOrder - Valid Value will be 0 (ascending) and 1 (descending).
f. Additional Column 1 - First additional column that you would like to populate in the table. If define, it will be visible when you
click on the connectors

ACTOOM ACTO03

Serial No & | Group By 2 Date &Time 2 Amount ., | Channel = Currency Code # ||Transaction Code £
5 164421091120112  10/08/2018 12:00:00 PM | 838.00 Cards C02 AUD 101

2 164421091120112  10/08/2018 12:00:00 PM = 1,000.00 Internet Banking CO1) AUD 101

Showing 1 to 2 of 2 records. M « n » M



g. Additional Column 2 - Second additional column that you would like to populate in the table.If define, it will be visible when you
click on the connectors

ACTO01 ACTOD3
Serial No & | Group By 2 Date &Time = Amount , | Channel = Currency Code £ || Transaction Code £
5 164421091120112  10/08/2018 12:00:00 PM  888.00 Cards C02 AUD 101
2 164421091120112  10/08/20158 12:00:00 PM  1,000.00 Internet Banking CO1 | AUD 10
Showing 1 to 2 of 2 records. H « n » M
Example of a Link Analysis

In this example we will create a link to trace transaction amount moving from an account to another account. Below is the sample scenario of
transaction moving from 3 different accounts.

Channel  From Account To Account Transaction Amount

co1 ACTO001 ACTO003 1000
co1 ACTO001 ACT002 1500
co1 ACT002 ACTO003 2500
Cc02 ACTO001 ACTO003 888
Cc02 ACTO003 ACTO002 950
Cco02 ACT002 ACTO001 760
C02 ACTO002 ACTO001 760

To configure the link anaysis

1. From Account To Account
a. Details
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b. Graph Query

Graph Query

DECLARE @eport TABLE (
Transaction_Serial _No BIG NT Primary Key,
Transaction_Dateti me DATETI VE,



Transacti on_Anount DECI MAL( 19, 2),
From d NVARCHAR( 25),
Tol d NVARCHAR( 25)

)

| NSERT | NTO @ eport (

Transacti on_Seri al _No,

Transacti on_Dateti ne,

Transacti on_Anount,

From d,

Tol d

)

SELECT

Transaction_Serial _No,

Transacti on_Dateti ne,

Transacti on_Anount,

Sender _Account _No,

Reci ever _Account _No

FROM [ dbo] . [ CO1_Details] a (NOLOCK)

VWHERE

(Sender _Account_No = @d) AND

(Transacti on_Amount >= @\nount Threshold OR

@\nount Threshold 1'S NULL) AND

Transaction_Datetime >= @rom AND
Transaction_Datetine <= @o

UNI ON

SELECT

Transaction_Serial _No,

Transaction_Dateti ne,

Transacti on_Anmount

Sender _Account _No,

Recei ve_Account _no

FROM [ dbo] . [ CO2_Detai I s] a ( NOLOCK)

WHERE

(Sender _Account_No = @d) AND

(Transacti on_Amount >= @\nount Threshol d OR

@\nount Threshold 1'S NULL) AND

Transaction_Datetinme >= @rom AND
Transaction_Datetinme <= @o

SELECT
From d,
Tol d,
SUM Transacti on_Amount) AS [Total],
COUNT(*) as [ Count]
FROM @ eport
GROUP BY From d, Told

c. Table Query



Table Query

SELECT * FROM ( SELECT
Transaction_Serial _No as Serial Number,
Transaction_Datetine as Transacti onDat eTi ne,
Transaction_Anount as Transacti onAnount,
Card_No as G oupBy,
" Source Account No' as GroupByCol unmNane,
"Internet Banking C01' as Channel I d,
Currency_Code as Additional Col utm1,
Transacti on_Code as Additional Col um2
FROM [ dbo] . [ CO1_Details] a (NOLOCK)
VWHERE
(Sender Account _No = @vronld) AND
(Reci ever _Account _No = @old) AND
(Transacti on_Amount >= @\nount Threshol d OR
@\nount Threshol d 1'S NULL)
UNI ON
SELECT
Transaction_Serial _No as Serial Number,
Transaction_Datetine as Transacti onDat eTi ne,
Transaction_Anount as Transacti onAnount,
Account _No as G oupBy,
' Source Account Nunber' as G oupByCol utmNane,
"Cards C02' as Channel I d,
Currency_Code as Additional Col utm1,
Transacti on_Code as Additional Col um2
FROM [ dbo] . [ CO2_Details] a ( NOLOCK)
VWHERE
(Sender Account _No = @vronld) AND
(Recei ve_Account _no = @vold) AND
(Transacti on_Amount >= @\nount Threshol d OR
@\nount Threshold 1'S NULL)) all Channel s
ORDER BY
CASE WHEN @bortField I'S NULL THEN Seri al Nunber
END,
CASE WHEN @bortField = 'Serial Nunber' AND @ort Order =
1 THEN Seri al Nunber END,
CASE WHEN @ortField = ' Transacti onDat eTi ne' AND
@ortOrder = 1 THEN Transacti onDat eTi ne END,
CASE WHEN @sortField = ' Transacti onAnpunt' AND
@ortOrder = 1 THEN Transacti onAnount END,
CASE WHEN @sortField = ' GoupBy' AND @ortOrder =1
THEN GroupBy END,
CASE WHEN @portField
THEN Channel | d END,
CASE WHEN @sortField = ' Additi onal Col utm1' AND
@ortOrder = 1 THEN Addi ti onal Col untml END,
CASE WHEN @sortField = ' Additi onal Col um?2' AND
@ort Order = 1THEN Addi ti onal Col um2 END,

"Channel 1d" AND @ortOrder =1



CASE WHEN @ort Field
0 THEN Seri al Number END DESC,

CASE WHEN @sortField = ' Transacti onDat eTi me' AND
@ortOrder = 0 THEN Transacti onDat eTi ne END DESC,

CASE WHEN @sortField = ' Transacti onAnpunt' AND
@ortOrder = 0 THEN Transacti onAmount END DESC,

CASE WHEN @ortField = ' GoupBy' AND @ortOrder = 0
THEN G oupBy END DESC,

CASE WHEN @ort Field
THEN Channel | d END DESC,

CASE WHEN @sortField = ' Addi tional Col utm1' AND
@ortOrder = 0 THEN Addi ti onal Col uiml END DESC,

CASE WHEN @sortField = ' Additi onal Col utm?2' AND
@ortOrder = 0 THEN Addi ti onal Col um2 END DESC

"Serial Nunber' AND @ort Order =

"Channel 1d" AND @ortOrder = 0

OFFSET @ fset ROWS
FETCH NEXT @etch ROAS ONLY;

2. To Account From Account
a. Details
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b. Graph Query

Graph Query

DECLARE @eport TABLE (
Transaction_Serial _No BIG NT Primary Key,
Transaction_Dateti me DATETI VE,
Transacti on_Anount DECI MAL( 19, 2),
From d NVARCHAR( 25),
Tol d NVARCHAR( 25)

)

| NSERT | NTO @ eport (
Transaction_Serial _No,
Transaction_Dateti ne,



Transacti on_Anount,

From d,

Tol d

)

SELECT

Transaction_Serial _No,

Transacti on_Dateti ne,

Transacti on_Anount,

Sender _Account _No,

Reci ever _Account _No

FROM [ dbo] . [ CO1_Details] a (NOLOCK)

VWHERE

(Reci ever _Account_No = @d) AND

(Transacti on_Amount >= @\nount Threshold OR

@\nount Threshold 1'S NULL) AND

Transaction_Datetinme >= @rom AND
Transaction_Datetine <= @o

UNI ON

SELECT

Transaction_Serial _No,

Transaction_Dateti ne,

Transacti on_Anmount,

Sender _Account _No,

Recei ve_Account _no

FROM [ dbo] . [ CO2_Detai Il s] a ( NOLOCK)

WHERE

(Recei ve_Account_no = @d) AND

(Transacti on_Amount >= @\nount Threshol d OR

@\nount Threshold 1'S NULL) AND

Transaction_Datetinme >= @rom AND
Transaction_Datetinme <= @o

SELECT
From d,
Tol d,
SUM Transacti on_Amount) AS [Total],
COUNT(*) as [ Count]
FROM @ eport
GROUP BY From d, Told

c. Table Query

SELECT * FROM ( SELECT
Transaction_Serial _No as Serial Nunmber,
Transaction_Datetime as Transacti onDat eTi ne,
Transacti on_Anount as Transacti onAnount,
Card_No as GroupBy,
" Source Account No' as GroupByCol unmNane,
"Internet Banking C01' as Channel Id,



Currency_Code as Additional Col utm1,
Transacti on_Code as Additional Col um2
FROM [ dbo] . [ CO1_Details] a (NOLOCK)
VWHERE
(Sender Account _No = @vronld) AND
(Reci ever _Account _No = @old) AND
(Transacti on_Amount >= @\nount Threshold OR
@\nount Threshol d 1'S NULL)
UNI ON
SELECT
Transaction_Serial _No as Serial Nunmber,
Transaction_Datetine as Transacti onDat eTi ne,
Transacti on_Anount as Transacti onAnount,
Account _No as G oupBy,
" Source Account Nunber' as G oupByCol utmNane,
"Cards C02' as Channel I d,
Currency_Code as Additional Col utm1,
Transacti on_Code as Additional Col unm2
FROM [ dbo] . [ CO2_Details] a (NOLOCK)
VWHERE
(Sender Account _No = @vronld) AND
(Recei ve_Account _no = @vold) AND
(Transacti on_Ampount >= @\nount Threshol d OR
@\nount Threshold 1'S NULL)) all Channel s
ORDER BY
CASE WHEN @bortField I'S NULL THEN Seri al Nunber
END,

CASE WHEN @sortField
1 THEN Seri al Nunber END,

CASE WHEN @ort Fiel d "Transacti onDat eTi me' AND
@ortOrder = 1 THEN Transacti onDat eTi ne END,

CASE WHEN @ortField = ' Transacti onAnpunt' AND
@ortOrder = 1 THEN Transacti onAnount END,

CASE WHEN @sortField = ' GoupBy' AND @ortOrder =1
THEN GroupBy END,

CASE WHEN @sortField
THEN Channel | d END,

CASE WHEN @sortField = ' Additi onal Col utm1' AND
@ortOrder = 1 THEN Addi ti onal Col unml END,

CASE WHEN @ortField = ' Additi onal Col utm?2' AND
@ort Order = 1THEN Addi ti onal Col um2 END,

CASE WHEN @ortField = 'Serial Nunber' AND @ort Order =
0 THEN Seri al Nunber END DESC,

CASE WHEN @sortField = ' Transacti onDat eTi me' AND
@ortOrder = 0 THEN Transacti onDat eTi me END DESC,

CASE WHEN @ortField = ' Transacti onAnpunt' AND
@ortOrder = 0 THEN Transacti onAmount END DESC,

CASE WHEN @sortField = ' GoupBy' AND @ortOrder = 0
THEN G oupBy END DESC,

CASE WHEN @ortField = 'Channelld AND @ortOrder = 0

"Serial Nunber' AND @Sort Order =

"Channel 1d" AND @ortOrder = 1



THEN Channel | d END DESC,

CASE WHEN @sortField = ' Addi ti onal Col utm1' AND
@ortOrder = 0 THEN Addi ti onal Col uiml END DESC,

CASE WHEN @sortField = ' Additional Col utmm?2' AND
@ortOrder = 0 THEN Addi ti onal Col um2 END DESC

OFFSET @ f set ROMS
FETCH NEXT @etch ROA5 ONLY;

Review Link Analysis

1. go to Transaction > Alert Review

N

. Select the LInk Analysis Hyperlink
. Click on Analyse
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4. Click on the external node to view external linkage. (e.g ACT002)
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5. Click on the connectors to view the trasaction that is from and to the account (e.g 2/1888)

Transaction(s) ¥
Saph A0t W Fpam Sapruch et b T
ALTDON ALTDO3
Secal Mo & | Groep By & Date &Tere & Amgont & Cheansll & Curency Code & | Tramacton Code &
BOOLBIE 120000 R 1000000 irmrmat Bading {04 ALUID kL]
BODAIE 120000FM  EBA00 Cards 002 KU m
e . ]
S 0D
a5 00
525000 00



Related articles

® How to Setup Link Analysis


https://gbgplc.atlassian.net/wiki/spaces/PK/pages/91521067/How+to+Setup+Link+Analysis

	Predator - How to Setup Link Analysis

