Instinct - How to Restrict Field to specific users

Use this how-to guide to allows specify fields to be restriected to specific users.

This guide allows you to specify what fields show data to users who have restrcted access applied.

For example:

If a user has restricted access on an application type via Users or in the case of Activate Directory Security, Profiles then the user will only see
the data displayed for the fields listed in the Application Field Type Display window, all other fields will display <<Restricted Access>>. If no fields
selected restricted access users will be able to see Application Number and Application Type.

| This features only applies to Instinct v5.1 and above

Setup User Access

Instinct Security

1. go to security > User
2. Select the specific User

3. Tick Restricted for the specific Application Type
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4. Click Change
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Active Directory

1. go to Security > Profiles
2. select specific Profile

3. Under Application Type tick Restricted for the specific Application Type

Profiles

Profiles

Profile

ADMINISTRATOR

Printing Options

Printer Excel CcsvV PDF

Dashboard Role

General | Manager  Reviewer

Menu Options

Application Definitions

Review Online Calls
Batch File Upload

Application Review
Batch Loads

Applications Under
Investigation

Organisation Monitoring
Online Maintenance

Application Quick
Search

Application Search
Using Criteria

Application Case
Management
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Locks

Active Directory Permissions

Organisation
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Rule Admin Groups
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Information
View None
View None
View None
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View None
View None
View None
View None
View None
View None
View None

Set Default Options [] Expire password after days
Full  View None [] Enable Session Locking
Diary Attachment Score Diary Notes
Delete Attachment View Score Update Diary Notes

Delete Diary Notes

Add Change Delete Update History Print

Security Options

Diary
Action - Full View None Confidential -
Action - Full View None Confidential -
Action - Full View None Confidential -
Update, Delete - Full WView MNone Confidential -
Update, Delete, Action, Fraud Chec - Full View None Confidential -
Delete - Full View None Confidential -
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4. Click Change

Setup Restricted Fields

1. go to Options > Field Application Type field Display
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2. Highlight the non restricted field from the available field and move it to across to the selected field (The field that remain in the left panel
are the restricted fields).

3. Click Save

Example of Amount Limit as restricted Fields

1. User with Application type restricted
Application T]FPE

Application Type Restricted
Credit Card .
Hire Purchase

Personal Loan

Mortgage

< Overdraft > v

2. Amount limit set as the restricted Fields



Application Type Field Display

Available Fields

Select All | Deselect All Select All | Deselect All
Field Name Field Name
Application. Amount/Limit Application.Application Date
Application.Branch
d Application. Decision
+ Application Decision Reason
Application.Decision Date
Application.User Field 1
Application.User Field 2
Application.User Field 3
Application User Field 4
Application.User Field 5
Application.User Field 6
Application.User Field 7
Application.User Field &
3. User Reviewing the Application where Amount Limit is not displayed.
Application Quick Search - Application Record
< Retumn to results First  Previous 1of1  Next Last
Application Number Application Date Organisation Application Type .
20190092001 06/08/2019 ] GBG CARD
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Load Date Action Date Expiry Date
0702019 B [ 1
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0 0 156
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ACTIVE =] -
Action User Id Fraud Alert Team Case Number
Triggered Rules Fraud Alert User Id Fraud Alert
RO1,R02 - Clean -
Last Review Date Risk Level Calculated Risk Level Assigned
= Clean - -
Next Review Date Calculated CRC Date CAC Date
& [ &
Next Review Date Forced CRC Decision CAC Decision
&
Next Review Date Assigned CRC Comment CAC Comment
E w
Update Delete Review Link Analysis Review Fraud Check Action @ Diary Auto Fraud Check Reassign Toggle Link Image Print
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Related articles

® How to Restrict Field to specific users

® |nstinct House Keeping Jobs
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