How to Install Instinct Web Application

Use this how-to guide to Instal

Instinct Web Application

| Instinct Web Client

Before doing this step, uninstall the current Instinct Web Application from “Internet Information Server (1IS) Manager”. You can open the IIS
Manager by selecting the Windows button, and then searching for “inetmgr”.

Right-click on the web application that was previously installed and select "Deploy > Delete Application and Content".
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. Unzip Instinct_WebClient_Setup.zip.

. Copy the 3 zipped files to a temporary folder:
a. Ul.WebClient_Setup.zip

b. Service.WebFacade_Setup.zip
c. ADAuthentication_Setup.zip

. Open Internet Information Service Manager by selecting the Windows button, and then searching for "inetmgr".
For more details, please refer to the below link.
https://technet.microsoft.com/en-us/library/JJ635847.aspx

. Right-click on the site to install the Instinct Web Application.
. Select Deploy > Import Application...
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6. Browse and select the Ul.WebClient_Setup.zip file from the temporary folder and then select the "Next" button.


https://technet.microsoft.com/en-us/library/JJ635847.aspx
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7. On the “Select the Contents of the Package” page, select the “Next” button.
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8. On the “Enter Application Package Information” page select the “Next” button.

Note: The Default Web Site name can be changed.
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9. On the “Installation Progress and Summary” page, select the

Tl

“Finish” button.



Tameraey Detady

[That Sty ittt west prirfimmedt
sadcied 135 Dannctoman.
Beditrd WM Pl

] et

Basnh

Tl

10. Repeat Steps 2-8 for the Instinct Web Facade installation, Service.WebFacade_Setup.zip.
11. Repeat Steps 2-8 for the Instinct AD Authentication installation, ADAuthentication_Setup.zip.
12. Select the web application Ul.WebClient installed earlier, and then select "Basic Settings" under the Actions pane on the right panel.
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13. Click "Select" and choose "ASP.NET v4.5" in the Application pool, and then select the “OK” button.
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14. Select the web application Service.WebFacade installed earlier, and then select "Basic Settings" under the Actions pane on the right

panel.

15. Click "Select" and choose "ASP.NET v4.5" in the Application pool, and then select the “OK” button. You may need to change following
settings in the Application pool that you have selected in the above steps.
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16. You may need to change a number of parameters in the configuration file for Instinct.Service.WebFacade web application
a. Choose the web application then double-click “Application Settings”.
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b. Change each parameter value by double-clicking them.
.

MName Value
InputFile.Format ASCI
Instinct.BatchFileDelimeter |
Instinct.DelimiterCharacter |

Instinct.LogDirectory Ci\templ\
Instinct. TempDirectory CAINSTINCT\INPUT
Instinct.WriteLog Y
i. Format: ASCII
ii. BatchFileDelimeter: |
iii. DelimeterCharacter: |
iv. LogDirectory: C:\temp\
v. TempDirectory: CAINSTINCT\INPUT
vi. WriteLog: Y
c. Change custom parameter in the web.config.
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i. configSections/sectionGroup/section/"Default”: Defines the name of the default configuration.
ii. connectionsGroup/Default/dataBaseConnection: contains the parameters for every database:
iii. Order: order to show the database in a list.
iv. InstinctDataSource: database server.
v. InstinctinitialCatalog: name of the database.
vi. InstinctUserld: InstinctSysAdm
vii. InstinctPassword: Instinct.
viii. InstinctPasswordEncrypted=False
X. InstinctintegratedSecurity: False.
X. InstinctCountryCode: AU.
xi. BatchFileUploadDirectoryPath: C:\INSTINCT\INPUT.
d. Change web reference parameter in the facade web.config:

capplicationSettings>
¢Instinct.Business.Logic.Properties.Settings>
<setting name="Instinct_Business_Logic_WebReference_Getattachments_ep” serializeAs="string"»
¢evalueshttp: //localhost/ImageskebServiceSetup/Getattachments_ep.asmx</values
<fsetting>
¢/Instinct.Business.Logic.Properties.Settings»
<fapplicationSettings»

i. Instinct_Business_Logic_WebReference_GetAttachments: parameter which contains the location to get images.

17. You may need to change some parameters in the configuration file for UL.WebClient web application.
a. Choose the web client application then double-click “Application Settings”.

b. Change eaph parameter value by double-clicking each parameter name:

Hame Valee

AD. Token Key o Pul33EMSeZFEXSaBOOVIEWEZ TwREQA S ACp TDIL=
Client. Timeout 600

InputFile Farmat ASCH

IngtinctADAARhentication  hitpe/Mlocalhest/ Instnct.ADAthentscstion,
Instinct DateDisplayForma...  ddBM ey

Instinct DateDisplayForma...  DDVMBAYYY

InstinctlsTimeldhrsFermat  fale

InstinctLanguageSupport  enzhoesfr

Ingtinct NameProduct Incstinct

Instinct. S50LogoutPage

Instinct.550Userkey

Frint. CSVLirmiter R

Security SslEnabled false

Security. Timespands 0,5,10,15

Security. TokenSecret THa0grzuS_NUMWKIO2 T BblkCia NBwAE - g URhCEFSvge

Support.Email custernersuppert @gbgple.com

Support.Telephone (= 61) 1800 312 85D (Monday to Friday, %:00 a.m. to 500 pum. local busaness hours)
Token. Timeout 180

i. Timeout: 600 (seconds).
ii. Timeout: 180 (minutes)
iii. Format: ASCII



Vi.

Vii.
viii.
ix. IsTime24hrsFormat: support to 24 or 12 hours format (false).
. SSOUserKey:

Xi.
Xii.
Xiii.

Xiv.

iv. Timespans: 0,5,10,15 (seconds).
. CSVLimiter: comma ().

NameProduct: Parameter which contains the name of the product.

DateDisplayFormatMomentJs: date format in client (DD/MM/YYYY).

DateDisplayFormatDotNet: dd/MM/yyyy

SSOLogoutPage

LanguageSupport: Languages supported (en,zh,es,fr).
ADAuthentication: Link for AD Authentication
Token.Key: AD token Key

Encrypting the Web Config

The below steps are required to secure internet exposed production environments. For other environments, these steps are not required.

Important: If SSL is to be enabled please ensure this is done prior to running the PowerShell scripts. See Section 5. Adding SSL for further
information on SSL Configuration. If Certificates are to be used, please ensure this is done prior to running the PowerShell scripts. See Section 6.

Securing the Web Fagcade WCF for further information on Certificates.

1. Change the PowerShell execution policy. Open a PowerShell console with “Run as administrator”.

Windows PowerShell
Desktop app

Run as administrator

H Windows Power® Open file location
[== top a0

Ktop apg

Unpin from Start

a. In the PowerShell window Change the current directory to the location of the generate script in the web client. The Web client
package will have a folder called “PowerShellScripts”. Usually, it is under the wwwroot folder.

Example: cd C:\inetpub\wwwroot\Instinct.Ul.WebClient\PowerShellScripts.

! rl'E-t'! nct. UL, Webl I1ent_5

Instinct. VL. WebClient_5.1

Scape

HachineFalicy
UserPulicy
Fracess
Curremtllser
LocalHaching

c. To change the policy run the following:

“Set-ExecutionPolicy -Scope LocalMachine -ExecutionPolicy RemoteSigned”, a confirmation will be displayed, enter “y”.

d. Run Get-ExecutionPolicy again to check the policy has been changed.

inetpy ethInstinct, UL WebClient _5.1.0> Set-Executic

Currentliser
LocalMachine

winstinct. Ul.Webl 17ent_5.1.0

ExecutionPalicy
Undef ined
Undefined
Uadef ined

Undef ined
Uadef ined

LocalMachime

Undefined
RemoteSigned

2. Before continue create a copy of the configuration files for the Web client (Ul.WebClient) and web facade (Instinct.Service.WebFacade
). These copied files are for backup purposes.PowerShell Script in Ul.WebClient



Instinct.UL.WebClient Instinct.Service.WebFacade
Mame
" = bin
vame
TR PowerShellscripts
#d Globalacax %) ApplicationService.sve
| ndex.html
X %) FileUploadService.svc
Leg.config B )
2| login.htrmil ; Log.config
packages.config packages.config
| Web.config %] SecurityService.sve
Web.config

Note: Ensure that you have the correct configuration and a copy of every configuration file before continuing. Once you run the next
scripts. You won't be able to change the Application Settings in IIS. All the information will be encrypted.
a. PowerShell Script in Instinct.Ul.WebClient
i. In PowerShell, find the deploy the web client PowerShell scripts. All PowerShell scripts are in a folder called
“PowerShellScripts”. It is usually located in C:\inetpub\wwwroot\Instinct.Ul.WebClient\PowerShellScripts.

PS5 C:\inet pub"-.,'-.w.-.x-:‘ur;‘t"-.,'I nstinct.UI.webClient_5.1.0PowerShellScripts= dir

Directory: C:\inetpub\wwwroot\Instinct.UI.WebClient_5.1.0%PowerShellsScripts
Length Name
3 DeployWebClient.psl

7 GenerateSecret.psl

5 C:h\anetpubiwwwrootiInstinct.UI.wWebClient_5.1.0%PowerShellScripts>

ii. Once you are in the scripts location run the script, “.\DeployWebClient.ps1”.

C:\inetpu ooty Instinct.UI.WebClient_5.1.0%PowerShell1Scripts> .\DeploywWebClient. psl
art of script.

source created. Please check the event viewer to confirm this.

ndows authenticati

ersion 4.0.30319.0

ration utilit o i all and unin 11 ASP.NET on the local machine.
) Micr 3 ation. All rights reserved.
onfi guration ction. ..

Please check the web.config file to verify the encryption.

vInstinct. UL. WebClient_5.1. 0% PowerShel15cripts=

iii. Web Client Configure file before and after the encryption



Web Client Configuration file before
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b. PowerShell Script in Instinct.Service.WebFacade.
i. In PowerShell, find the deploy facade (“DeployWebClient.ps1”). The PowerShell script is in a folder called
“PowerSheIIScnpts” It is usually located in C: netpub\wwwroot\lnstmct Service. WebFacade\PowerShelIScrlpts

0g sourc
Encrypting config...
r'1 |_r'-:|:.n.t ( 'I ! 5 version 4.0
install and uninstall ASP.NET on the local machine.
cr'l:::clH‘ Corporation. All rights reserved.
guration section...

version 4.0
to install and uninstall P.NET on the local machine.
Microsoft Corporation. A1l rights reserved.

J
g configuration section...

SP.NET ReglII5 wersion 4.0
ministration utili to install and uninstall AS on the local machine.
syright (C) Microsoft Corporation. ATl g
] configuration section...

ryption.

iii. Web Facade Configure file before and after the encryption



Web Facade Configuration file Before
<appSettings>
<add key="Instinct.BatchFileDelimeter” wvalue="|" /3
<add key="InputFile.Format™ walue="ASCII" />
<add keys="Instinct.TempDirectory” wvalues"C:\INSTINCT\INPUT" /»
<add key="Instinet . WriteLopg" value="v" f3
<add key="Instinct.LogDirectory™ value="C:\temp\" />
<add key="Instinct.DelimiterCharacter” value="|" [f»

Web Facade Configuration file After

<appSettings configfrotectioaProvider="RsaProtectedlonfigurationProvider™s

tEncryptedlata Type="http:/ wead. wl.org /200104 el enc#E lemant™
wmlng="http: /e wd.org/ 2081 /B4 xalancl™ >
tEncryptionMethod Algoritha="http: . fwse. wd.org 288184 imlenc#tripledes-che™ f3
cKeyInfo xmlns="http: [ fwev.wd. org 2000,09  mlds ige=>

<Emcryptediey xmlns="http:/ e Wl org/2001,/04  xmlencE™ >

cEncryptionMethod Algorithm="http:/ wws.wd.org /200184 xmlencérsa-1_5" />

iKeyInfo xmlns="http: f/wew.wd.org/2008/09 mldsigs™>

KeylanerRsa Keyd/Keyllames
o fMeyInfor
<ClpherDatar

<CipherValue>TEvlquek rE6pTriSreTegmyRy{y 10BFLILLEIGXAPEQY 1YW XnVXbIVYE 3059pY05 2t
oToRmkFSdqdbB5xCcqojhC pMELKEIR tAGSvatktht I 1ndkygMT6dakHrbgahMs0GAR5 TE 3ddQL 27 a3nM6 16"
«fCipherData>
< /Encryptedkeys
< fKeyInfas
«CipherDatas
«Ciphervalue>00kSas5ulLgPnP)4MHREIK It Tas IMF TOR1GE LUTMGFWV ral YbAz rd i+ ke Tekhb 0o
+c ST L tvid 2 TCArRe TTDg 2 FEhSHT tEwEetBuIr tDILY zADyMhLUFHyR(HUR 3F JUBSINL JF 24+ SuTKzr TGy
OTA000 ¥ T amhz JO5f 720y M A TowgSak ERwd ] PplifdwF 4 16e TEEVEERK e tM] rULRE gsVINU(T prchiel1i
0P TIKKK fFRIEBOHRRY rux2Yk JY¥4§ f 3JASC 1 YFLBT Exw57d IMKNR L YHIKTToKh 1 Dwr Tt 2 §FE ) 540y 4 2Runrsiin
¢/ CipherDatay|
< /Encryptediatas
</appiettings

3. Create one folder called “tempDownload” in Web client application installation folder, usually is C:\inetpub\wwwroot\UIl.WebClient\ and
give [IS_IUSRS read/write permission OR give read/write permission of web app installation folder to IIS_IUSRS and system will create
the folder automatically.

Related articles

® \Web service SSL/TLS Secure Channel Error (v5.0)
® Web Session Lock Timeout Period

® Web Lock Timeout Period

® How to Install Instinct Web Application

® How to install Instinct License Key
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